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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

[1]
3GPP TR 33.501: "Security architecture and procedures for 5G System".
3
Rationale

3.1
Issues with current solution

The current solution as described in TS 33.501 [1] does not address the following issues related to mobility.
First, during idle mode mobility from EPS to 5GS, the TAU message included in the Registration Request is not ciphered and thus may disclose the information that is supposed to be protected in the ciphered IEs. It was argued that the MME only checks the integrity and does not act on the content, thus the content could be replaced by any random data. In fact, allthough in this particular mobility scenario, the standards do not specify any logic on the MME besides the integrity check of the TAU. MME providers must carefully check whether this is indeed the case for deployed products in order to ensure that there are no proprietry mechanisms making use of the TAU content.
Second, during the idle mode mobility, the AMF key might change. In such a case it is not clear how the target AMF deciphers the ciphered IEs. A simple solution could be to require that the source AMF deciphers the IEs for the target AMF during the context transfer procedure. However, it can be argued that this solution somehow violates the key separation principle. In fact, in the 5GS, the target AMF may trigger a new authentication run in order to cut ties with the source AMF and establish a new security context with the UE. Intuitively, this means that the target AMF does not have to trust the source AMF. Yet, this solution forces the target to trust the source for the disclosure of the ciphered IEs. It could also be argued that this an acceptable risk, should it be considered as a risk in the firt place. On the other hand, there might be other solutions which avoid such dependency between the source and target AMFs. In both cases, this needs to be investigated.
Observation 1: Introducing the initial NAS protection solution in Release 15 requires addressing certain mobility scenarios that most likely would take few iterations and incur further delay before being properly solved.

3.2
Issues with early implementations
One problem with delaying the introduction of the initial NAS protection mechanism is backward compatibility. For that, the necessary hooks have to be introduced already in Release 15 to allow for the smooth introduction of the full mechanism in later releases or even the same release. It was also argued that there is a risk of bidding down but as shown in Table 1. It is not clear what would be the security threat.
Table 1 below provides an analysis of the different scenarios in order to identify the issues and the required measures. In Table1, a Rel-16 entity (UE/AMF) is an entity that supports the initial NAS mechanism while a Rel-15 entity does not. The analysis attempts to capture the potential issues when a UE sends an initial NAS message depending on the type (Release) of the involved entities.
	
	Rel-15 AMF
	Rel-16 AMF

	Rel-15 UE
	Case A

1. Backward compatibility: No issues.

2. Security: No new issue here since integrity protection is provided by the hash-based (current/legacy) mechanism. If an attacker tampers with the initial NAS message, then this would lead to HASHAMF check failure at the UE side and result in the inclusion of the initial NAS message in the NAS Security Mode Complete message.
	Case B

1. Backward compatibility: AMF must be able to accept and process unciphered IEs.

2. Security: No new issue here since integrity protection is provided by the hash-based (current/legacy) mechanism. If an attacker injects dummy data as ciphered IEs to fool AMF into believing that this a Rel-16 UE, then this would lead to a failure in the integrity check of the initial NAS message. This is because ciphered IEs are only included when the UE already has a security context, in which case the message itself would be integrity protected by the same context.

	Rel-16 UE
	Case C

1. Backward compatibility: There is no mechanism by which the UE could provide, and the AMF could obtain all IEs in a future proof and fail-safe manner.

2. Security: No new issue here since tampering with ciphered IEs or initial unprotected message would lead respectively to integrity check failure at AMF side and HASHAMF check failure at UE side as described in Case A.2 and B.2.
	Case D

1. Backward compatibility: No issues here.

2. Security: No new issue here since tampering with ciphered IEs or initial unprotected message would lead respectively to integrity check failure at AMF side and HASHAMF check failure at UE side as described in Case A.2 and B.2.


Table 1: Backward compatibility and security issues for the initial NAS protection

The only problematic scenario is the one highlighted in Table 1.
Observation 2: Delaying the introduction of the initial NAS protection requires a mechanism allowing AMFs not supporting the partial ciphering mechanism to recover the ciphered IEs when interacting with UEs supporting the initial NAS protection. 
3.3
Way forward
Based on Observation 1, it is proposed to not introduce the partial ciphering mechanism in Rel-15. However, regardless of wether this agreeable or not, the introduction of a hook as proposed below is required to handle early implementations.
Based on Observation 2, it is proposed to enhance Release 15 to enable smooth interaction between early implementation of AMFs and UEs supporting the partial ciphering mechanism. In Ericsson’s view, the following enhancements are minimal, acceptable for Release 15 and do address the backward compatibility issue raised in the previous clause.
-
The introduction of a new IE or placeholder in the NAS protocol dedicated to the ciphered data.

-
A minimal change to the AMF logic to act on this dedicated IE as follows: When the AMF receives an initial NAS message, there are two cases depending on the content of the dedicated IE. If it is empty, then the AMF proceeds to the following steps as expected. On the other hand, if it is not, the AMF triggers a NAS SMC procedure and includes the wrong HASHAMF of the received in the NAS SM Command message. 

Observe that these changes do not have any impact on the current Release 15 UEs. On the AMF side, the steps will never be undertaken unless the partial ciphering feature is introduced. It is expected, that UEs supporting the feature will respond to the NAS SMC by including the full initial message with the ciphered IEs, in clear text.
4
Detailed proposal

As described, it is proposed to introduce the hook described in clause 3.3 to handle early implementations. It is also proposed to postpone the introduction of the partial ciphering mechanism to Release 16.
